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ABSTRACT

This paper proposes a network intrusion detection system that identifies abnormal flows within the network. The majority
of datasets commonly used in research lack time-series information, making it challenging to improve detection rates for
attacks with fewer instances due to a scarcity of sample data. However, there is insufficient research regarding detection
approaches. In this study, we build upon previous research by using the Artificial neural network(ANN) model and a stack
ensemble technique in our approach. To address the aforementioned issues, we incorporate temporal information by
leveraging adjacent flows and enhance the learning of samples from sparse attacks, thereby improving both the overall
detection rate and the detection rate for sparse attacks.
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Fig. 1. Data structure of the adjacent netflow

F2E APkt
25 :lﬂi}a}wl e E2S
& A aEshd sEee *l?&
ERYE b}“ﬂv} °]%7
=4 B RS %4% it

of o AR 7P A F247F e A
W 7R el sl EESE v
E297F A3 Qe A, vl b ok E2
5 209 5o AR oA FoEm &
24 0 BAE At Az A4S fAg
ok Feh wlel deleizt w5 gl - s A
o] #& 022 tAFe} o= F24e] FEe A
getal mdll Serell ebgAdE AR}

5 10,00070 =25 ool EAfsh= At Q1A
o] =
il

R r&L'

o B

325 O|ZIE2Re} HEl SA| ALZ(BM)

MERGE®] WHE& 53 A44% A NetFlow
dlolElAe Aoz wd 1238 71E3 SAsp
Aaelglon i shte] nde Ha T4 o]

3.2.6 SMOTES} Eigt SA| AFZ(SM)

MERGE®] W< 53 445 <4 NetFlow
delEAlE 7Hkes 28l 1.2 38 713 S
steeta mdse] A% SMOTES °]838te] F7k2
3 2= dolHE Zsteisiet.

P eFe] mall~md4e] ANN mde Agal
FolA Rud =29 Fig 2.9 ANN 2d 7
2% Rasa wee] % % SAae] Agd
ANNe| SMOTEE A&3k= 7% Fig 3.3 20|
Modle-4& Model-S(SMOTE)Z w5}l
Fig 4.2 hrol AHe ANNE ] el =5
obs Mg Hela Holrh. W4 delHE A4 =
29 W deleE A4St Merge wdle] 45
W E2 9o I ) 12002 A1
Al 3w Z7hsioiet Webd e A%e] wEsE o
& 40 5121904 6471 A2 Fstsich



AR 535 =54 (2023, 12) 1037

Model-A ANN li{ Final Output |

Model-A ANN |L| Final Output |

Fig. 3. 3 ANN and SMOTE models generate
input for the model-a

Model |Input| Dropout [Hid1|Dropout|Hid2|Dropout| Out

Model-1 | 64 - 128 03 128 03 64

Model-2 | 64 03 128 02 256 0.1 128

Model-3 | 512 0.1 256 03 128 0.2 128

Model-4 | 128 03 64 0.1 64 0.1 64

Model-B | 256 - 128 03 128 0.3 64

Model-S | 256 03 128] 0.2 128 0.1 64

Fig. 4. ANN structure of base Model
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Table 1. The distribution ratie for each attack
category except benign

Attack ratio Attack ratio
DDoS 42.79% Exploits 0.062%

DoS 35.17% Fuzzers 0.044%
scanning 7.459% Backdoor 0.037%
Reconnaissance| 5.167% Generic 0.034%
XSS 4.851% MITM 0.015%
Password 2.258% |Ransomware| 0.007%
Injection 1.348% Analysis 0.005%

Bot 0.284% Theft 0.004%

Bruteforce 0.248% | Shellcode 0.003%

Infilteration | 0.235% Worms 0.0003%
4.2 MF A

2 Afelde 2gddEstr] 913 ANNS &
AM FRE AAst Fsksdeh. Model-1e4
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Table 2. result of SMOTE, ENCODE, BINARY
models

Model Acc. Prec. Recall F1

SMOTE 0.9719 0.97 0.97 0.97
ENCODE | 0.9731 0.97 0.97 0.97

BINARY | 0.9733 0.97 0.97 0.97
5.1.1 SMOTE

FTARFHEEY e dHolHE wFr] ¢35t
dlole] S&& A3t BlEo] 10%7F H= A
T4 AEL AoAEES F9 dold +E 10%=
A FL vEo] 1%7F == & 34 AES
SHAEHE S dlole 5 1%2 59 g5
A&stgdct, wdo] A= 0.97192 s,

5.1.2 ENCODE

F23 Agta 4247 TCP_FLAGS HelH 2

one-hot 1ZH-& o] g3l F 83/HE Fold A
2 shpaleln). #HE mde] AT (0.9731% 7]
& 2dur} Age] k=
5.1.3 BINARY

71E e Y] mEld] SR o]zl BR{
4.8 Frksisich. FAUA] opdA] e mdls
Frhteza] Aes s sldnt HE 29
o HEw= (0.97332.8 7|E ndnch Ao] 34

= Siet.
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5.1.4 MERGE

3.& A4 wlolHE skl 24 ANNH
2 353 Aot} YZ29 oA dole & HEs}
of St wdl Wb Az HE wdel AHue
Table 4.°14¢} #o] MERGE® 7% 0.98527}

d

Rale doe] AES AAYG ARE 3}
7 sttt Scanning ¥4 22 AAYG AR} F
K83 A JHE 7|E deoly AEE A dHolH
o} A = *VLEW AAD ARE )8 &
| |

>~
H
ol Fohal A% HalF %

Table 3. Result of ANN each base models

Model loss Acc. val loss | val.acc
Modle-1 0.0600 0.9839 0.0568 0.0948
Modle-2 0.0617 0.9836 0.0570 0.9848
Modle-3 0.0611 0.9838 0.0592 0.9846
Modle-4 0.0679 0.9817 0.0593 0.9847
Modle-B 0.0012 0.9998 0.1074 0.9994
Modle-S 0.1004 0.9689 0.0792 0.9794

Table 4. result of Merge, BM, SM ensemble
models (weighted average)

Model Acc. Prec. Recall F1
Merge 0.9852 0.99 0.99 0.98
BM 0.9853 0.99 0.99 0.98
SM 0.9854 0.99 0.99 0.98

5.1.5 BM(BINARY+MERGE)

o ©HlolHE 283 mwlox BINARYRZS
7)ol T wee] AEE: 0. 9853 F13t 0.98
b vtk AshEs) 0.985% ok W7l Zle® u
o} F1%k EEFJ 0. 985-3_— S s f?}ﬂff& Aoz 4%

W ]

5.1.6 SM(SMOTE+MERGE)

glelel wal 3hel vl olvlgEY
enAEYe & SMOTERDSE F7}315ch

o

Es 23] 98 SMOTEE AH-Eo =24
A5RPe St ek #F wde) gFue

0.98547} vhgkeh.

5.2 xF 29 A7 Zn

s}

Table. 2¢} Table 4.9 2847 oshd A&
tlo]ElZ Smote, Encode, Binary 3hdt 23
tin] A dele] S 33t Merge, BM, SM 29
o] Az} 0.01014 M HE& & 5 9k Table
4.2 AztellA] Merge?t BM, SMe| AxZ vlw
sl Agte Ade AdE Flk —~U4°1]HL

Aol7h gl 44 aleh. AR SMe] me) 57
of SlazAd A SAEE A el s
2 H43A4% QA4 A6E 0.1% v 34
& Hagdon Aolaln ol Ha Y=, A
% F1 gkl A3AE iAe 4% F7e wag
t}. Table 5.o4 ®EXo] FIgt 7IE2= SMEY

o

Merge®} BM wi¥] 34 34 ozt F1 3t =
7+ 0.02, 0.047} NAHS galsoich

Table 6.°14 Benign® 7+ 34 HW& Fl1gs
Al Be Benign® DDoS, Dos, Bots24°] 0.99
olAdo 7 71 =A Uk Wormse F 29 ZF
0°] Yt Shellcode, Theft =3+ Flzte]l Uil
vhskeh, A syl Ag faTds s
g SM 2o F1 o] Generic®t Shellcode
AL AslaE Merge RdHT} =4 Jghe-S
ot

8 A 10709 A0l NFE A S-S Al
=7 vgkedl Bruteforce Wo] wx]$o]

4 4= 3lel ol DoS 4% Bruteforce %
Ae| Ao]Fo] Ho] DoS THLRE 2¥lo] oyt 3]
7t wol &A1& Flgte] @& A= sghedzic)
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e off my
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M
)
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Table 5. Total and the sparse attacks detection
results (non-weighted averagei)

Model Acc. Prec. |Recall| F1

Tot. 0.87| 0.70] 0.74

Merge 0.9852
Sparse 0.65| 0.57 0.58
Tot. 0.82| 0.73] 0.75

BM 0.9853
Sparse 0.77| 0.50 0.56
Tot. 0.81| 0.75] 0.76

SM 0.9854
Sparse 0.63| 0.61 0.60
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Table 6. The Fl1-value and sample counts of SM
and Merge model

Attack SM-F1 | MergeF1 | Samples
Benign 0.99 0.99 | 198,477
DDoS 0.99 0.99 | 171,544
DoS 0.99 0.99 | 141,449
Scanning 0.98 0.97 29,808
Reconnaissance 0.96 0.96 20,974
XSS 0.96 0.96 19,343
password 0.93 0.93 9,108
injection 0.83 0.83 5,374
Bot 1.00 1.00 1,126
Bruteforce 0.39 0.38 966
Infilteration 0.99 0.99 954
Exploits 0.72 0.65 271
Fuzzers 0.59 0.60 184
Backdoor 0.93 0.93 162
Generic 0.77 0.84 135
MITM 0.48 0.45 53
Ransomware 0.92 0.93 31
Analysis 0.92 0.79 17
Theft 0.23 0.00 12
Shellcode 0.47 0.62 10
Worms 0.00 0.00 2
Total 600,000

Vi. 8 B
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